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ABSTRACT | In the transition to a society with net-zero carbon

emissions, high penetration of distributed renewable power

generation and large-scale electrification of transportation

and heat are driving the conventional distribution network

operators (DNOs) to evolve into distribution system opera-

tors (DSOs) that manage distribution networks in a more active

and flexible way. As a radical decentralized data management

technology, distributed ledger technology (DLT) has the poten-

tial to support a trustworthy digital infrastructure facilitating

the DNO–DSO transition. Based on a comprehensive review of

worldwide research and practice, as well as the engagement

of relevant industrial experts, the application of DLT in distrib-

ution networks is identified and analyzed in this article. The

DLT features and DSO needs are first summarized, and the

mapping relationship between them is identified. Detailed DSO
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functions are identified and classified into five categories (i.e.,

“planning,” “operation,” “market,” “asset,” and “connection”)

with the potential of applying DLT to various DSO functions

assessed. Finally, the development of seven key DSO functions

with high DLT potential is analyzed and discussed from the

technical, legal, and social perspectives, including peer-to-peer

energy trading, flexibility market facilitation, electric vehicle

charging, network pricing, distributed generation register, data

access, and investment planning.

KEYWORDS | Blockchain; distributed ledger technology (DLT);

distribution network; smart contract; smart grid.

I. I N T R O D U C T I O N
The transition to a society with net-zero carbon emissions

has been causing radical changes in electricity distribution
networks. Distributed generators (DGs), especially renew-
able power generation, are rapidly connected toward a
very high penetration. The transport and heat sectors
are being electrified, potentially increasing the electric-
ity demand significantly [1]. The conventional “fit and
forget” approach for accommodating DGs and the net-
work reinforcement approach for accommodating increas-
ing demand are no longer fit-for-purpose or cost-effective.
As a result, conventional distribution network opera-
tors (DNOs) are exploring to become distribution system
operators (DSOs) [2], which adopt a more active way
to manage distribution networks with “smart” alternative
technical solutions and innovative market approaches.
Note that the terms DNO and DSO are commonly used in
the United Kingdom and used in this article to describe
the role change of the operators of electricity distribution
networks/systems before and after the transition. In some
other countries, the terms DNO and DSO may not be
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distinguished in this way, and some other terms may be
used such as power utilities and electricity distribution
companies, but the challenges faced and transition needed
for operating future distribution networks are very much
common.

The transition from DNO to DSO requires a fundamental
revolution of the supporting information, communication,
and computing technologies, to which the emerging dis-
tributed ledger technology (DLT) could have a great con-
tribution. DLT is a radical decentralized data management
paradigm, supporting a trustworthy platform for DSOs
to manage the multiple parties, assets, and devices in
distribution networks.

The potential and application of DLT in supporting
the transition of energy systems have been increasingly
studied, as summarized in a set of review papers published
in the past three years. The major areas identified include
peer-to-peer (P2P) energy trading [3], [4], electric vehicles
(EVs) [5], [6], microgrids [7], demand response [8], mea-
surement and communication [9], cryptocurrencies and
tokens [10], green certificate and carbon trading [11], and
cybersecurity [9]. Some review papers provide a general
review of DLT application in the wide energy sector [12]
or smart grid [13], [14], while some review papers focus
on more delicate areas, such as transactive energy [1],
[3], distributed energy [4], smart communities [15] or
cities [16], and cybersecurity [9].

The numerous academic studies and industrial
practices, as reviewed in these papers, demonstrate the
great potential of DLT in the energy sector or, more
specifically, power systems. However, there is still a lack
of comprehensive analysis and review on the potential
application of DLT in electricity distribution networks,
especially in the context of DNO–DSO transition, although
some relevant functions, such as P2P energy trading, EVs,
and demand response, have been briefly analyzed. This
article aims to fill this gap, and the contribution of this
article is summarized as follows.

1) The features of DLT are mapped with the needs of
DSOs for the first time, with the features of multiple
variants of DLT analyzed.

2) The DLT potential for a comprehensive set of DSO
functions is assessed for the first time, with the
development of several key functions analyzed in
detail from the technical, regulatory, and customers’
perspectives.

3) The results of this article are heavily drawn from
the direct engagement of relevant industrial partners,
in contrast to most existing review papers merely
based on a literature survey.

II. M A P P I N G D L T F E AT U R E S W I T H
D S O N E E D S
A. Introduction to DLT

DLT is a data management framework, where the
data are stored and maintained by multiple entities in a

distributed way. DLT is considered to have the potential to
transform the delivery of public and private services and
enhance the productivity of the human society [17].

There are several types of DLT, including blockchain [7],
directed acyclic graph (DAG) [10], Hashgraph [18],
Holochain [19], Cerberus [20], and so on. These types
of DLT have different ledger structures—for example,
blockchain stores data in a chain of blocks, while DAG
adopts the DAG as its ledger structure. Blockchain is the
most widely used type of DLT, originally being the under-
lying technology of the famous cryptocurrency “Bitcoin”
started in 2008 and then applied in other sectors, such
as finance, energy, entertainment, government, healthcare,
and transportation [21]. Bitcoin and Ethereum are the two
largest blockchain platforms across the world. Compared
to the blockchain, the application of other types of DLT,
such as DAG and Hashgraph, is at a tremendously smaller
scale, and some types of DLT, such as Holochain and
Cerberus, are still at an early development stage.

DLT can also be categorized into two categories: per-
missionless and permissioned DLT. Permissionless DLT, also
called public DLT, is open to anyone to participate, while
permissioned DLT is limited to be used within one orga-
nization (private DLT) or by a number of organizations
(consortium DLT).

Even for DLT within the same category or with the
same ledger structure, there are also many variants as
a result of the differences in specific designs of DLT. For
example, “consensus mechanisms” are the protocols used
to maintain the data consistency across a DLT network, and
there are tens of different consensus mechanisms, 66 of
which have been surveyed in [22]. DLT with different
consensus mechanisms will show different performance
in various aspects, such as trustworthiness, speed, and
scalability [22].

B. Features of DLT
The major technical features of DLT can be assessed

from the following perspectives: 1) decentralization;
2) verifiability; 3) transparency; 4) tamper proof;
5) redundancy; 6) open source; and 7) customizabil-
ity. The description of the features and how different
types/categories/variants of DLT will perform with regard
to each feature are detailed as follows.

1) Decentralization: Decentralization is the fundamental
feature of DLT, where multiple data copies are stored in
different nodes of a network, in contrast to a centralized
database. Nevertheless, the decentralization level varies
with different DLTs and can be assessed from different
perspectives. Permissionless DLT is considered to have
a higher level of decentralization than that of permis-
sioned DLT, in the sense that permissionless DLT, such as
Ethereum, is not limited to specific organizations and open
to the whole world. Consensus mechanisms adopted by
DLT affect the decentralization level as well. For exam-
ple, for DLT with the “proof of work” consensus mech-
anism (where the nodes in a network race in solving
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a cryptographic puzzle to get the right to add data to
the ledger and get remunerated, such as Bitcoin), the
decentralization level is usually considered good but will
also depend on the distribution of computational power
across all the participants—a coalition with more than half
of the total computational power could validate malicious
update of the ledger (called “51% attack”).

2) Verifiability: Verifiability allows the correctness of the
data on the distributed ledger to be verified. The update
of the ledger is verified by the “verifiers.” For different
DLTs, the verifiers may have different characteristics—e.g.,
for Bitcoin (a public blockchain), the verifiers are called
“miners,” which should have computational power [23],
while, for Fantom (a DAG), a node that wishes to be
qualified as a validator should have verified at least two of
the previous transactions on the ledger [24]. Besides the
verifiers, other observers can also verify the change of the
ledger according to the protocol of the specific DLT.

3) Transparency: Transparency refers to the observabil-
ity of the data on the distributed ledger and the update of
the ledger. Transparency is a prerequisite for verifiability.
The level of transparency varies with different DLTs. Public
DLT is open and, thus, transparent to generally anyone,
while the data on and the update of the ledger are only
observable to certain participants in private/consortium
DLT. Some DLT-based smart contracts can encrypt the
relevant data, thus affecting transparency.

4) Tamper Proof: DLT has the feature of tamper proof
largely because of its feature of verifiability. Malicious
updates of the ledger will be identified by the verifiers
and the observers according to the DLT protocol. The
level of tamper proof is associated with the level of
decentralization—less decentralized DLT faces the risk of
the key nodes being attacked. The level of tamper proof
depends a lot on the consensus mechanisms—there is
usually a compromise between the strength of tamper
proof and speed, as well as scalability [22].

5) Redundancy: Redundancy is an inherent feature of
DLT since a distributed ledger consists of multiple identical
copies held by multiple nodes of a network.

6) Open Source: Open-source DLT refers to the relevant
computer codes being publicly accessible, and anyone can
see, modify, and distribute the codes. Whether a variant
of DLT is open-sourced is completely case-by-case, but the
most widely used variants of DLT are open-sourced, such
as Bitcoin and Ethereum (as blockchains), as well as many
other types of DLT, such as Fantom (an example of DAG),
Hedera (a project of Hashgraph), Holochain, and Radix
(a project of Cerberus).

7) Customizability: Customizability allows customizing
DLT for multiple applications. The level of customizability
may vary with different DLTs. For example, Bitcoin is
hardly customizable and solely used as a cryptocurrency,
and Polygon [25] and Algorand [26] (two other variants of

blockchain) allow customization for several applications,
while Ethereum supports smart contracts that are highly
customizable. The customizability is also associated with
the feature of open source—modifications can be made
to the open-source codes to create new variants of DLT,
tailored for specific applications.

C. Pros and Cons of DLT

The features of DLT presented in Section II-B are gen-
erally described from a positive perspective, while some
features are actually double-edged swords. The verifiability
and transparency are good for enhancing trustworthiness
but may raise privacy concerns. The redundancy prevents
DLT from a single point of failure but also occupies large
amounts of storage and computational resources. More-
over, the open-source feature may cause some security
concerns. For example, the bugs (if any) in smart contracts
may be utilized by the malicious nodes to attack the system
or “steal” the digital assets. A hack to the wormhole,
a bridge linking Ethereum and Solana (two blockchains),
happened in February 2022 and led to a loss of about $320
million [27].

A number of measures have been proposed to overcome
the disadvantages of DLT. For example, “sharding” (i.e.,
dividing a ledger into several partitions called “shards”)
and “off-chain” solutions (e.g., processing the transactions
off-chain and then synchronizing the aggregated state
onto the main chain) are two measures to enhance the
speediness and scalability of blockchains [10]. Different
consensus mechanisms of DLT also have different compro-
mises between trustworthiness, security, speediness, and
scalability, as a conclusion of the analysis of 66 existing
consensus mechanisms [22]. There is not a “silver bullet”
kind of DLT that can eliminate all the disadvantages at
zero cost, and therefore, proper types/categories/variants
need to be selected and designed according to the specific
requirements in practice, such as the suggestions given
in [10] for part of applications in the energy sector and
the suggestions given in [22] for some applications in the
public sector.

In the rest of this article, the potential and application
of DLT for future distribution networks will be analyzed.
The analysis will be about what DSO functions can be
empowered by DLT and to what extent, as well as the
relevant technical, regulatory, and customers’ perspectives
of some selected functions. The specific design of DLT for
each function, such as ledger type, whether open to public
and consensus mechanisms, will not be covered and is
beyond the scope of this article.

D. Future Distribution Networks and DSOs

With the course of the low-carbon transition, there
will be a very high penetration of distributed energy
resources (DERs) in future distribution networks, includ-
ing DGs (especially renewable power generation, such
as photovoltaic (PV) panels and wind turbines), energy

Vol. 110, No. 12, December 2022 | PROCEEDINGS OF THE IEEE 1965
Authorized licensed use limited to: to IEEExplore provided by University Libraries | Virginia Tech. Downloaded on March 05,2024 at 22:26:50 UTC from IEEE Xplore.  Restrictions apply. 



Zhou et al.: Application of DLT in Distribution Networks

storage systems (e.g., batteries), EVs, electrified heating
devices, and other flexible loads. Multiple parties, such
as prosumers, energy communities, and aggregators, will
further emerge to provide multiple services, such as energy
trading, energy arbitrage, voltage support, frequency con-
trol, and congestion management, for end customers and
the bulk power grid. The volume of various data will boost
exponentially.

In this context, DNOs will have to shift their roles
from passively constructing and maintaining distribution
networks to actively managing the large numbers of het-
erogeneous parties, services, and data within the networks,
becoming DSOs.

The new role of DSOs results in new needs of DSOs on
their digital infrastructure in future distribution networks,
which are detailed as follows.

1) Trustworthiness: In contrast to the conventional
business model of distribution networks where DNOs just
distribute electricity to end users, local energy and flexibil-
ity markets are expected to be established in future distri-
bution networks [28], [29], where a number of different
parties will emerge, such as prosumers, flexibility service
aggregators, and P2P energy trading coordinators [30].
All these parties have their respective and even conflicting
interests, and therefore, the digital platforms need to be
trustworthy for facilitating the participation of various par-
ties in future local energy and flexibility markets, alleviat-
ing the concerns such as untransparent market information
and the moral hazard of platform operators [31].

2) Security: Huge amounts of data will be generated,
transmitted, stored, processed, and utilized in future dis-
tribution networks, including, but not limited to, smart
metering data, network measurements (such as those from
distribution phasor measurement units (D-PMUs) [32]),
measurements and control signals for coordinating EV
charging, and biding, pricing, and settlement signals for
local energy and flexibility trading. As a result, cybersecu-
rity is of great importance for protecting the interests of
all the parties and also the electricity supply security of
distribution networks [33].

3) Customer Privacy: Increasing amounts of customer
data will be collected for various purposes, such as local
energy trading and demand response. Much private infor-
mation of customers, such as location, financial situation,
and human behaviors, can be inferred from these data,
and thus, customer privacy is increasingly becoming an
important issue in future distribution networks [34].

4) Reliability: Highly integrated cyber and physical
systems with increasing new equipment, such as power
electronics devices, have posed great challenges to the reli-
ability of future distribution networks since faults in either
cyber components or physical components may affect the
electricity supply [35], [36].

5) Scalability: With the continuous electrification, espe-
cially for heat and transport, and the development of
renewable power generation, more and more DERs will
be integrated into future distribution networks. Therefore,
the scalability of digital infrastructure is vital for DSOs to
manage the increasing scale of DERs.

6) No Vendor Lock-In: Opening the opportunities for
developing digital infrastructure in future distribution net-
works will be beneficial for accelerating the development
to meet the urgent needs of DSOs in climate emergen-
cies [37] and avoiding the potential issues, which would
be brought by monopolies, such as higher cost and reduced
service quality.

7) Flexibility: The business models of future distribution
networks may change rapidly. For example, the design of
P2P energy trading markets is evolving very fast in the
recent few years [38]. Therefore, the digital infrastructure
of future distribution networks needs to be flexible for
adaptation and customization.

8) Quickness: Faster communication and data process-
ing can support more delicate control of DERs in future
distribution networks so that services with higher values
can be provided with greater capability, such as dynamic
frequency response service from virtual energy storage
systems [39].

E. Mapping DLT Features With DSO Needs

The features of DLT very well match the needs of DSO
in many aspects, as summarized in Fig. 1.

For providing a trustworthy infrastructure on which
multiple untrusted parties in distribution networks can
negotiate, trade, make agreements, and provide services
with each other, DLT is an ideal solution because of its
features of decentralization, verifiability, and transparency.
The decentralization avoids the possibility of one sin-
gle party (e.g., an aggregator) manipulating the whole
process (e.g., ancillary service provision) and cheating
other parties in a weaker position (e.g., small prosumers).
The verifiability and transparency further make the whole
process more trackable and trustful. If smart contracts
are deployed based on DLT, everything will be enforced
automatically, and no one will even have a chance to cheat,
as long as the smart contracts are designed soundly [40].

The tamper-proof feature of DLT prevents the data
from being tampered with, protecting the data security
and further the cybersecurity of network equipment and
operation. For example, in a blockchain, the data blocks
are linked with each other sequentially using cryptographic
hash algorithms. If the data stored in a block are tampered
with by a malicious node, the other nodes of the blockchain
network will detect and signal the “illegal” displacement in
the state of the data and will immediately “fork the chain”
from the block, which is tampered.

Furthermore, thanks to the decentralization feature of
DLT, new participants can connect in an easy “plug and
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Fig. 1. Matching relationship between DLT features and DSO needs. (“Ticks” and “Crosses” represent that the DLT features

positively/negatively correlate with the DSO needs.)

play” way, resulting in good scalability for DSOs to manage
increasing numbers of DERs, parties, and services. The
redundant data stored in multiple nodes in the decen-
tralized network increase the reliability of the digital
infrastructure, being immune from single-point failures.
Many variants of DLT are open source; thus, any party
that is interested can participate to develop their own
products and services freely, with no vendor lock-in. The
customizability feature of DLT allows a flexible framework
where customized solutions can be deployed and adapted
for meeting the quickly evolving DSO needs.

III. D L T P O T E N T I A L F O R D S O
F U N C T I O N S
A. Methodology

The investigation on the potential of DLT for DSOs was
conducted through a state-of-the-art analysis based on the
survey of existing academic studies and industrial practice,
and through seeking inputs from industry experts. The
experts were from three DNOs in the United Kingdom,
i.e., SP Energy Networks (SPEN), Scottish and Southern
Electricity Networks (SSEN), and U.K. Power Networks
(UKPN). They were engaged through a series of discus-
sions and surveys during the course of a joint project
“DeDSO” from 2018 to 2020.

The overall methodology is summarized in Fig. 2—as
the outcomes of the third stage “Roadmap Drafting,”
the identification of DSO functions with the accordingly
DLT potential will be presented in Section III, while the
development and timelines of key DLT functions will be
presented in Section IV.

B. Categorization of DSO Functions Supported by
DLT

Synthesizing the opinions of industry experts, five cate-
gories of DSO “functions” were identified, which are “plan-
ning,” “operation,” “market,” “asset,” and “connection,” as
explained in Fig. 3. The concepts of these categories and
how DLT can provide support are detailed as follows.

The “planning” functions aim to identify the constraints
and needs of distribution networks considering the
increase in local generation and demand in the future
and make corresponding investment decisions on net-
work reinforcement or other alternative technical options,
such as investing in DERs [41]. DLT-based crowdfunding
provides an innovative digital financing mechanism for
supporting the development of DERs. Larger numbers of
small investors can be attracted through DLT-based crowd-
funding compared to traditional crowdfunding platforms
because of enhanced trustworthiness brought by the trans-
parency and decentralization, the convenience brought by
the automation of DLT-based smart contracts, and con-
siderably lower transaction fees [42]. Case studies in the
European countries reveal that DLT-based crowdfunding is
able to reduce the financial costs and Levelized Cost of
Electricity (LCOE) of solar energy projects [42]. In prac-
tice, there have been projects that use DLT-based crowd-
funding for supporting distributed solar PV projects, such
as those in Germany [43] and sub-Saharan Africa [44].

The “operation” functions refer to monitoring the states
of distribution networks and deciding the setpoints of
controllable devices in the networks (such as on-load
tap changers and soft-open points) to ensure operational
security, reliability, and economy of distribution networks.
Research has been conducted to use DLT for tracking
real-time network losses [45], supporting smart contracts
enabling shared control between networks connected
through dc links [46], and conducting voltage regulation
services [47].

The “market” functions enable the prosumers, con-
sumers, DER owners, aggregators, and other related par-
ties to participate in energy trading, energy arbitrage, and
provision of ancillary services [48]. DLT can establish an
open, accessible, and trustworthy platform for decentral-
ized trading, preventing both replay attacks (i.e., mali-
cious sellers selling energy or services twice) [49] and
double-spending attacks (i.e., malicious buyers spending
digital currency twice) [50], through tracking the owner-
ship of the energy, services, and currency. DLT-based smart
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Fig. 2. Methodology of investigating the application of DLT for DSOs.

contracts can set out an auction and enable self-enforcing
settlement for energy and service trading in distribution
networks. Smart contracts also provide standardized trad-
ing protocols with reduced transaction fees and prevent
unforeseen trading behaviors, such as violating auction
protocols. There are many studies and applications in
this area, such as the blockchain-based energy trading
platforms presented in [51] and deployed by Power Ledger
Company in Australia [52].

The “asset” functions serve both the digital assets and
physical assets in distribution networks. DLT can assist
the management of these assets in an accessible and
reliable manner [53]. When managing digital assets using
DLT, the privacy of the relevant parties is a key aspect.
The pseudonyms and encryption used in many variants
of DLT (such as Bitcoin) protect the real identity of the
parties from being explicitly linked to their activities (e.g.,
financial transactions). However, there are still a number

of privacy concerns on transaction linkability, private keys
management and recovery, malicious smart contracts, non-
erasable data, and so on [54]. Nevertheless, a number
of privacy-preserving techniques have been developed as
well, such as zero-knowledge proof (a method through
which one party can prove the truth of specific informa-
tion to another party, i.e., the verifier, without disclos-
ing any additional information). Many application-specific
schemes have also been proposed, such as those for energy
trading between prosumers and EVs [55], [56]. For man-
aging the physical assets, the collective authenticity and
update of distributed ledgers can ensure traceability and
cybersecurity for physical assets, such as meters. PNNL
[57] piloted two use cases where the cryptographic sig-
nature was used to secure the digital information in distri-
bution networks, and blockchain was used to continuously
monitor and autonomously verify the integrity of sensors
and energy sources.

Fig. 3. Categories of DSO functions.
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The “connection” functions support the registration and
integration of DERs in distribution networks. The com-
plexity of connection depends on the connected capacity,
technological types, and interactions with other stakehold-
ers, e.g., regulators and system operators [58]. DLT-based
smart contracts can reduce this complexity with automatic
information exchange and standardized replicable proto-
cols and ease the burdens for the information infrastruc-
ture in distribution networks. In [59], blockchain-based
smart contracts are designed for enabling the connec-
tions of DERs. In the United Kingdom, two DNOs, i.e.,
UKPN and SPEN, partnered with the transmission system
operator (TSO), Nation Grid and the software developer,
Electron, started a project in 2019 to design and build
a blockchain-based register of assets of both electricity
transmission and distribution systems [60].

C. Assessment of DLT Potential for DSO Functions

Detailed DSO functions under the five categories were
identified with reference to the “Future Power Systems
Architecture” jointly developed by Energy Systems Cata-
pult and the Institution of Engineering and Technology
(IET) [61]. The level of potential in each detailed DSO
function was evaluated based on industry experts’ opinions
and a comprehensive survey of global academic studies
and industrial practice with more than 100 data sources
examined. Through the survey, the DLT potential was
preliminarily marked with four levels by evaluating the
technical possibility and the extent of existing academic
research and industrial practice. Then, two technical work-
shops were convened, where industry experts, including
a group of engineers and managers from U.K. DNOs and
wider researchers and practitioners in this area, adjusted
and confirmed the evaluation outcome, as illustrated in
Fig. 4. The industry experts also voted for selecting several
key DSO functions with high potential for more detailed
analysis, as presented in Section IV.

IV. D E V E L O P M E N T O F D S O
F U N C T I O N S W I T H H I G H D L T
P O T E N T I A L
Within the five categories of DSO functions, seven key
functions with high DLT potential were identified, as high-
lighted in red in Fig. 4 for further assessment, which
are “P2P energy trading,” “flexibility market facilitation,”
“EV charging,” “network pricing,” “distributed generation
register,” “data access,” and “investment planning.”

The future development of these DSO functions was
evaluated based on the votes of the industrial experts
engaged, as illustrated in Fig. 5. The future development
is forecast in the short term (0–5 years), medium term
(5–15 years), and long term (over 15 years). It is seen
that the DLT development of some functions has started
and is considered to keep developing for over 15 years,
such as P2P energy trading, EV charging, and distributed
generation register. By contrast, the DLT development of

Fig. 4. Evaluation of DLT-applying potential in various DSO

functions. (The DLT potential level of DSO functions is marked from

one plus sign “�” to four plus signs “����,” representing the

potential level from low to high. The seven functions in red are

analyzed in detail in Section IV.)

some functions, such as network pricing, will not start in
the near term, considering that the function itself is under
reform and still at an early stage. For some other functions,
such as investment planning, the DLT development is only
considered in the short or medium terms.

Note that the results shown in Fig. 5 just summarize
the votes of industry experts engaged in the “DeDSO”
project, so they might not be totally accurate in every
detail but just reflect a general prediction of the trends
of the DLT development regarding DSO functions. More
in-depth analysis, based on a wider literature survey and
with a more detailed logical reasoning, is presented in
Sections IV-A–IV-G, with the analysis from the perspec-
tives of technology, law and regulation, and customer
engagement.
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Fig. 5. Forecast DLT development of the selected DSO functions.

A. P2P Energy Trading

P2P energy trading is an innovative electricity supply
paradigm where prosumers with DERs, and consumers can
directly trade electricity with each other [62]. A rapidly
increasing number of academic studies and industrial
projects have been conducted across the world to explore
the use of DLT (especially blockchain) enabled platforms
to support P2P energy trading [38].

From the technical perspective, DLT can provide a
trustworthy P2P energy trading platform by removing
the centralized trading coordinator and disabling mali-
cious actions from trading participants using certain con-
sensus protocols [63], [64]. Transparency, immutability,
and auditability are also favorable features of DLT for
P2P energy trading [65]. With proper designs, DLT-based
P2P energy trading can be scalable [66], [67], secure
[68], [69], and with good privacy protection as well
[70]. Furthermore, DLT-based smart contracts, with the
features of good reusability and automatic execution,
can reduce the contracting, enforcement, and compliance
costs [17], being ideal for P2P energy trading usually
involved with large numbers of low-value transactions
between small-scale DERs. For some types of DLT, such
as public blockchain, concerns have been raised regarding
throughput and latency, and therefore, some designs, such

as those in [71] and [72], have been proposed for being
applied for P2P energy trading.

However, significant barriers still exist in the law and
regulation domain. Worldwide, there has been a lack
of laws or regulations on P2P energy trading and the
supporting DLT [73]. There is a lack of legal clarity on
many issues, such as the legal recognition of prosumers,
the protection of personal data, and the legal validity
of smart contracts, although some existing legal forms
(e.g., the “Co-Operative Society” and “Limited Liability
Partnership” in the United Kingdom) could play some
roles [74]. Efforts have been made to explore the legal
and regulation framework needed for P2P energy trading
through setting sandboxes (e.g., in the United Kingdom
and The Netherlands) or legislation (e.g., in France and
Spain). For example, the GB electricity market regulator,
Ofgem, has launched the “Energy Regulation Sandbox” in
2017 to help innovators trial new mechanisms without
some of the usual regulations applied [75]. One sandbox
was approved for trialing blockchain-based P2P energy
trading [76].

Furthermore, customers’ attitudes and willingness to
accept and participate in P2P energy trading play a vital
role. P2P energy trading is still a new concept to most of
the customers but an online survey in the United Kingdom
shows that around two-thirds of the participants would be
willing to participate in DLT-enabled P2P energy trading if
it were available to them [77], which is an optimistic sign.

B. Flexibility Market Facilitation

The increasing level of volatility of generation and
demand in modern power systems has posed increasing
requirements on the “flexibility,” which refers to the capa-
bility of an electrical device to change its power input or
output pattern, given the relevant incentives, to increase
its own revenue and/or support the bulk power system.
DERs can provide various flexibility services (such as
congestion alleviation and voltage control) for supporting
the operation of distribution networks or further to the
upper level transmission system (e.g., through frequency
services), potentially facilitated by DLT [78].

Customized DLT-based smart contracts could be made
to enable different types of flexibility services involving
multiple parties in distribution networks. The technical
prospects of DLT for flexibility market facilitation and P2P
energy trading are similar. Therefore, many discussions
have been made on establishing joint markets for P2P
energy trading and flexibility services, such as those in [30]
and [79].

On the law and regulation side, the prospects of flexibil-
ity markets are more optimistic than P2P energy trading.
For example, in the United Kingdom, there has been a
relatively mature flexibility market for the TSO to pur-
chase flexibility services from DERs in distribution net-
works [80], and many ancillary services for distribution
networks are being trialed [81]. There are no obvious
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legal obstacles to stop using DLT for enabling flexibility
services although the role, responsibility, and protection of
customers in DLT-enabled flexibility markets are still to be
formally defined in the longer term.

From the customers’ perspective, in many countries,
such as the United Kingdom, customers may be more
familiar with the time-of-use (ToU) pricing schemes that
have been applied for years. In the medium and long
terms, the awareness of customers’ needs to be raised for
them to participate directly or through intermedia such as
aggregators.

C. EV Charging

How to manage the high electric demand brought by
the electrification of transport will be a major concern of
future distribution networks. The EV charging markets are
currently highly fragmented with various apps and cards to
access charging points and with complex IT and payment
processes between EV/charging companies.

DLT is, therefore, a promising technology to provide
a trustworthy platform to deal with the information
exchange and payment process among multiple parties,
including drivers, EV charging companies, and DSOs. Stan-
dardized smart contracts deployed on DLT can also help
to cope with the problems brought by the fragmented EV
charging markets with the need for the relevant laws and
regulations in place as well.

Moreover, DLT can be used for establishing cost-efficient
charging-record storage and management schemes [82].
With smart contracts, secure charging pile management
can be achieved through DLT [83]. DLT can further
be used for incentivizing charging EVs to use renew-
able energy [84] and facilitating energy trading between
EVs through vehicle-to-vehicle (V2V) networks [85] and
vehicle-to-grid (V2G) technologies [86].

D. Network Pricing

Network pricing is about how DSOs recover their oper-
ational costs and investment in reinforcing and replacing
networks through collecting use of network and connec-
tion charges. The existing network pricing methods need
to be reformed to accommodate new technologies and
business models in future distribution networks, such as
EV charging and P2P energy trading in the DNO–DSO
transition [87].

DLT can be used as a platform supporting smart
contracts that simultaneously integrate innovative net-
work pricing and other related functions (such as P2P
energy trading with network losses allocation and network
charges considered).

Considering that innovative network pricing itself is
just under discussion or trial (e.g., the electricity network
access project and the Targeted Charging Review under-
going in the United Kingdom [88]) in many counties,
the application of DLT for network pricing is, therefore,
foreseen as a medium- to long-term development.

E. Distributed Generation Register

Currently, the information about DGs is usually not
well shared among the stakeholders in power systems. For
example, in GB, the TSO has limited visibility of the DGs
connected to distribution networks. Therefore, a distrib-
uted generation register is needed to share the information
regarding DGs within DSOs, with TSOs and other stake-
holders (such as aggregators), as the first step for further
managing and utilizing DGs for various purposes.

DLT, with the features of decentralized databases, is an
ideal technology for establishing distributed generation
register to be shared among multiple parties in the elec-
tricity supply chain with good security and scalability.

Some trials have been conducted in this area. For exam-
ple, in the United Kingdom, the TSO (National Grid ESO)
has been partnered with two DNOs (SPEN and UKPN)
and an energy tech firm (Electron) to start a blockchain-
powered DER asset register pilot since 2019 [89]. In the
medium and long terms, the distributed generation regis-
ter might develop from a pure register to include multiple
types of information, such as flexibility and the relevant
availability and prices, with a quicker updating frequency
(even in real time), for supporting more advanced appli-
cations. This will require the relevant technical progress
of DLT. Also, related laws and regulations will be made to
ensure data security and customer privacy and specify how
the data could be stored, shared, and used.

F. Data Access

Similar to the distributed generation register, this func-
tion is about the access to data but is much broader. Besides
the connection of DGs, much information within distri-
bution networks may be of value to other stakeholders,
such as the network congestion information and smart
metering data (note that the situation may vary in different
countries—for example, in the United Kingdom, the smart
metering data are handled by a state-licensed monopoly
named “Data Communication Company (DCC),” while,
in many states of the United States and China, the smart
metering data are handled by power utilities).

DLT is also suitable for managing and sharing these
types of data. Compared to distributed generation reg-
isters with relatively simple functions, more complicated
structures, consensus mechanisms, and rights manage-
ment need to be developed for the DLT to enable the
management and sharing of multiple types of data for
different purposes. Customers’ awareness and laws and
regulations need to be developed accordingly as well.

G. Investment Planning

Investment planning refers to the investment decisions
made by DSOs for reinforcing and replacing the distribu-
tion networks and also involves coordination with other
asset owners (such as DG owners) and TSOs to identify
whole system investment options with higher efficiency,
lower costs, and better overall effects.
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DLT can be used for facilitating investment planning
in multiple ways, including: 1) information shar-
ing among multiple parties; 2) management of the
supply chain regarding the investment projects; and
3) fundraising through blockchain platforms and cryp-
tocurrency, e.g., through the “initial coin offerings
(ICOs)” [90].

In the near term, from the technical perspective, DLT
could start to be used for all three aspects of investment
planning. The awareness of power utilities (if DLT is
for internal information sharing) and the public (if DLT
involves sharing of the data about customers or fundraising
from the public) needs to be further enhanced, and the rel-
evant laws and regulations need to be made to regulate the
information sharing and fundraising. In the long term, DLT
may still be useful for data management and information
sharing, but whether it would be used for fundraising is
not clear, considering the many issues of ICOs [90] and the
features of DSOs and their projects, which are regulated
natural monopolies and are for the social welfare of all
customers.

V. C O N C L U S I O N
As a radical decentralized data management technology,
DLT has the potential to support a trustworthy digital
infrastructure for future electricity distribution networks
in the context of DNO–DSO transition during the net-zero
transition.

DLT can be applied to support all the five categories
of DSO functions, that is, “planning,” “operation,” “mar-
ket,” “asset,” and “connection.” The key functions identi-
fied with high potential and priority include P2P energy
trading, flexibility market facilitation, EV charging, net-
work pricing, distributed generation register, data access,
and investment planning. Other highly potential functions
include DER planning, black start and system restoration,
supervisory control and data acquisition (SCADA), carbon
footprint, and renewable energy certificate.

Tapping the potential of DLT for DSO applications
needs coordinate development in technology, law, and

regulation, as well as engagement of customers and other
stakeholders.

From the technical perspective, at a high level, the
features of DLT in decentralization, verifiability, trans-
parency, tamper proof, redundancy, open source, and cus-
tomizability are well-matched with the needs of DSO in
trustworthiness, security, reliability, scalability, “no vendor
lock-in,” and flexibility. However, there are also concerns
about whether DLT will compromise customer privacy and
whether DLT can satisfy the speediness requirement of
some DSO functions. It is also important to recognize that
DLT actually refers to a large family of technologies and
has many variants with distinctive performance and, thus,
pros and cons in different technical dimensions. Satisfying
certain needs of DSO will, therefore, require adopting
proper types and variants of DLT.

Having proper law and regulation schemes in place is
the prerequisite for rolling out DLT across future distrib-
ution networks on a large scale. Generally, there is still
a lack of mature laws and regulations in using DLT for
information sharing, data access, fundraising, or protecting
data security and customer privacy. The roles and legal
responsibilities of the parties involved in smart contracts,
as well as the legal status and implications of smart con-
tracts themselves, also remain to be clarified. Each detailed
application, such as P2P energy trading and flexibility
market facilitation, requires dedicated regulations for DLT
application as well.

With regard to the engagement of customers and other
stakeholders, customers have an interest and willingness
in participating in DLT-based applications, such as the
situation in P2P energy trading. There have been examples
of practical engagement of customers, utilities, and other
stakeholders in several projects in some key DSO functions,
such as P2P energy trading, flexibility market facilitation,
EV charging, and distributed generation registers. Never-
theless, the existing deployment still lies on a limited scale
and fields, and there has been great room for enhancing
the awareness and knowledge of customers and other
stakeholders in the application of DLT in future distribution
networks.

R E F E R E N C E S
[1] Climate Change Committee. (Dec. 2020). The Sixth

Carbon Budget—Electricity Generation. [Online].
Available: https://www.theccc.org.uk/wp-
content/uploads/2020/12/Sector-summary-
Electricity-generation.pdf

[2] Energy Networks Association. (Jul. 31, 2018). Open
Networks Future Worlds—Developing Change
Options to Facilitate Energy Decarbonization,
Digitalization and Decentralisation. [Online].
Available: https://www.energynetworks.org/
industry-hub/resource-library/open-networks-
2018-ws3-14969-ena-futureworlds-aw06-int.pdf

[3] P. Siano, G. De Marco, A. Rolán, and V. Loia,
“A survey and evaluation of the potentials of
distributed ledger technology for peer-to-peer
transactive energy exchanges in local energy
markets,” IEEE Syst. J., vol. 13, no. 3,
pp. 3454–3466, Sep. 2019.

[4] A. Ahl, M. Yarime, K. Tanaka, and D. Sagawa,
“Review of blockchain-based distributed energy:

Implications for institutional development,” Renew.
Sustain. Energy Rev., vol. 107, pp. 200–211,
Jun. 2019.

[5] J. Bao, D. He, M. Luo, and K.-K.-R. Choo, “A survey
of blockchain applications in the energy sector,”
IEEE Syst. J., vol. 15, no. 3, pp. 3370–3381,
Sep. 2021.

[6] A. S. Musleh, G. Yao, and S. M. Muyeen,
“Blockchain applications in smart grid–review and
frameworks,” IEEE Access, vol. 7, pp. 86746–86757,
2019.

[7] M. B. Mollah et al., “Blockchain for future smart
grid: A comprehensive survey,” IEEE Internet Things
J., vol. 8, no. 1, pp. 18–43, Jan. 2021.

[8] M. Foti and M. Vavalis, “What blockchain can do for
power grids?” Blockchain, Res. Appl., vol. 2, no. 1,
Mar. 2021, Art. no. 100008.

[9] P. Zhuang, T. Zamir, and H. Liang, “Blockchain for
cybersecurity in smart grid: A comprehensive
survey,” IEEE Trans. Ind. Informat., vol. 17, no. 1,

pp. 3–19, Jan. 2021.
[10] A. Hrga, T. Capuder, and I. P. Žarko, “Demystifying

distributed ledger technologies: Limits, challenges,
and potentials in the energy sector,” IEEE Access,
vol. 8, pp. 126149–126163, 2020.

[11] M. Andoni et al., “Blockchain technology in the
energy sector: A systematic review of challenges
and opportunities,” Renew. Sustain Energy Rev.,
vol. 100, pp. 143–174, Feb. 2019.

[12] L. Ante, F. Steinmetz, and I. Fiedler, “Blockchain
and energy: A bibliometric analysis and review,”
Renew. Sustain. Energy Rev., vol. 137, Mar. 2021,
Art. no. 110597.

[13] M. L. Di Silvestre et al., “Blockchain for power
systems: Current trends and future applications,”
Renew. Sustain. Energy Rev., vol. 119, Mar. 2020,
Art. no. 109585.

[14] A. Hasankhani, S. Mehdi Hakimi, M. Bisheh-Niasar,
M. Shafie-Khah, and H. Asadolahi, “Blockchain
technology in the future smart grids: A

1972 PROCEEDINGS OF THE IEEE | Vol. 110, No. 12, December 2022
Authorized licensed use limited to: to IEEExplore provided by University Libraries | Virginia Tech. Downloaded on March 05,2024 at 22:26:50 UTC from IEEE Xplore.  Restrictions apply. 



Zhou et al.: Application of DLT in Distribution Networks

comprehensive review and frameworks,” Int. J.
Electr. Power Energy Syst., vol. 129, Jul. 2021,
Art. no. 106811.

[15] S. Aggarwal, R. Chaudhary, G. S. Aujla, N. Kumar,
K.-K. R. Choo, and A. Y. Zomaya, “Blockchain for
smart communities: Applications, challenges and
opportunities,” J. Netw. Comput. Appl., vol. 144,
pp. 13–48, Oct. 2019.

[16] C. Shen and F. Pena-Mora, “Blockchain for cities—A
systematic literature review,” IEEE Access, vol. 6,
pp. 76787–76819, 2018.

[17] Government Office for Science. (2016). Distributed
Ledger Technology: Beyond Block Chain. [Online].
Available: https://assets.publishing.service.
gov.uk/government/uploads/system/uploads/
attachment_data/file/492972/gs-16-1-distributed-
ledger-technology.pdf

[18] L. Baird, M. Harmon, and P. Madsen.
(May 4, 2022). Hedera: A Public Hashgraph
Network & Governing Council. [Online]. Available:
https://hedera.com/hh_whitepaper_v2.1-
20200815.pdf

[19] A. Brock et al. (May 4, 2022). Holo Green Paper.
[Online]. Available: https://holo.host/wp-
content/uploads/2017/11/Holo-Green-Paper.pdf

[20] J. Hellings, D. P. Hughes, J. Primero, and
M. Sadoghi, “Cerberus: Minimalistic multi-shard
byzantine-resilient transaction processing,”
May 2020, arXiv:2008.04450.

[21] PwC. (Aug. 27, 2021). PwC’s Global Blockchain
Survey 2018. [Online]. Available: https://www.
pwccn.com/en/research-and-insights/publications/
global-blockchain-survey-2018/global-blockchain-
survey-2018-report.pdf

[22] A. Shahaab, B. Lidgey, C. Hewage, and I. Khan,
“Applicability and appropriateness of distributed
ledgers consensus protocols in public and private
sectors: A systematic review,” IEEE Access, vol. 7,
pp. 43622–43636, 2019.

[23] S. Nakamoto. (May 6, 2022). Bitcoin: A Peer-to-Peer
Electronic Cash System. [Online]. Available: https://
www.debr.io/article/21260.pdf

[24] Fantom. (May 6, 2022). Whitepaper. [Online].
Available: https://fantom.foundation/research/
wp_fantom_v1.6.pdf

[25] Polygon. (May 6, 2022). Polygon
Lightpaper—Ethereum’s Internet of Blockchains.
[Online]. Available: https://polygon.technology/
lightpaper-polygon.pdf

[26] J. Chen and S. Micali, “Algorand: A secure and
efficient distributed ledger,” Theor. Comput. Sci.,
vol. 777, pp. 155–183, Jul. 2019.

[27] M. Sigalos. (May 9, 2022). More Than $320 Million
Stolen in Latest Apparent Crypto Hack. [Online].
Available: https://www.cnbc.com/2022/02/02/
320-million-stolen-from-wormhole-bridge-linking-
solana-and-ethereum.html

[28] F. Lezama, J. Soares, P. Hernandez-Leal, M. Kaisers,
T. Pinto, and Z. Vale, “Local energy markets: Paving
the path toward fully transactive energy systems,”
IEEE Trans. Power Syst., vol. 34, no. 5,
pp. 4081–4088, Sep. 2019.

[29] X. Jin, Q. Wu, and H. Jia, “Local flexibility markets:
Literature review on concepts, models and clearing
methods,” Appl. Energy, vol. 261, Mar. 2020,
Art. no. 114387.

[30] Y. Zhou, J. Wu, G. Song, and C. Long, “Framework
design and optimal bidding strategy for ancillary
service provision from a peer-to-peer energy
trading community,” Appl. Energy, vol. 278,
Nov. 2020, Art. no. 115671.

[31] Y. Qiu, G. Colson, and M. E. Wetzstein, “Risk
preference and adverse selection for participation
in time-of-use electricity pricing programs,”
Resource Energy Econ., vol. 47, pp. 126–142,
Feb. 2017.

[32] P. M. De Oliveira-De Jesus, N. A. Rodriguez,
D. F. Celeita, and G. A. Ramos, “PMU-based system
state estimation for multigrounded distribution
systems,” IEEE Trans. Power Syst., vol. 36, no. 2,
pp. 1071–1081, Mar. 2021.

[33] G. Cao et al., “Operational risk evaluation of active
distribution networks considering cyber
contingencies,” IEEE Trans. Ind. Informat., vol. 16,
no. 6, pp. 3849–3861, Jun. 2020.

[34] Y. Ju, Z. Zhang, W. Wu, W. Liu, and R. Zhang,
“A bi-level consensus ADMM-based fully distributed
inverter-based volt/var control method for active
distribution networks,” IEEE Trans. Power Syst.,
vol. 37, no. 1, pp. 476–487, Jan. 2022.

[35] W. Liu, Q. Gong, H. Han, Z. Wang, and L. Wang,
“Reliability modeling and evaluation of active cyber
physical distribution system,” IEEE Trans. Power
Syst., vol. 33, no. 6, pp. 7096–7108, Nov. 2018.

[36] P. Lau, L. Wang, Z. Liu, W. Wei, and C.-W. Ten,
“A coalitional cyber-insurance design considering
power system reliability and cyber vulnerability,”
IEEE Trans. Power Syst., vol. 36, no. 6,
pp. 5512–5524, Nov. 2021.

[37] UN Environment Programme. (Apr. 25, 2022). Facts
About the Climate Emergency. [Online]. Available:
https://www.unep.org/explore-topics/climate-
action/facts-about-climate-emergency

[38] Y. Zhou, J. Wu, C. Long, and W. Ming,
“State-of-the-art analysis and perspectives for
peer-to-peer energy trading,” Engineering, vol. 6,
no. 7, pp. 739–753, Jul. 2020.

[39] M. Cheng, S. S. Sami, and J. Wu, “Benefits of using
virtual energy storage system for power system
frequency response,” Appl. Energy, vol. 194,
pp. 376–385, May 2017.

[40] V. Y. Kemmoe, W. Stone, J. Kim, D. Kim, and J. Son,
“Recent advances in smart contracts: A technical
overview and state of the art,” IEEE Access, vol. 8,
pp. 117782–117801, 2020.

[41] A. Facchini, “Distributed energy resources:
Planning for the future,” Nature Energy, vol. 2,
no. 8, pp. 1–2, Aug. 2017.

[42] U. Halden, U. Cali, M. F. Dynge, J. Stekli, and
L. Bai, “DLT-based equity crowdfunding on the
techno-economic feasibility of solar energy
investments,” Sol. Energy, vol. 227, pp. 137–150,
Oct. 2021.

[43] E.ON. (Apr. 26, 2022). A Crowdfunding Success
Story. [Online]. Available: https://www.eon.com/
en/innovation/future-of-energy/communities-and-
living/crowdfunding-and-the-future-of-energy.html

[44] J. S. Jones. (Apr. 26, 2022). Blockchain
Crowdfunding Platform to Scale Solar, Mini-Grids in
Sub-Saharan Africa. [Online]. Available: https://
www.smart-energy.com/news/blockchain-
crowdfunding-platform-to-scale-solar-mini-grids-in-
sub-saharan-africa/

[45] M. L. Di Silvestre, P. Gallo, M. G. Ippolito,
E. R. Sanseverino, and G. Zizzo, “A technical
approach to the energy blockchain in microgrids,”
IEEE Trans. Ind. Informat., vol. 14, no. 11,
pp. 4792–4803, Nov. 2018.

[46] L. Thomas, Y. Zhou, C. Long, J. Wu, and N. Jenkins,
“A general form of smart contract for decentralized
energy systems management,” Nature Energy,
vol. 4, no. 2, pp. 140–149, Jan. 2019.

[47] S. Myung and J.-H. Lee, “Ethereum smart
contract-based automated power trading algorithm
in a microgrid environment,” J. Supercomput.,
vol. 76, no. 7, pp. 4904–4914, Jul. 2020.

[48] Y. Parag and B. K. Sovacool, “Electricity market
design for the prosumer era,” Nature Energy, vol. 1,
no. 4, pp. 1–6, Apr. 2016.

[49] C. Wueest, “Targeted attacks against the energy
sector,” Symantec Secur. Response, Mountain View,
CA, USA, Tech. Rep., Version 1.0, 2014.

[50] B. M. Yakubu, M. I. Khan, N. Javaid, and A. Khan,
“Blockchain-based secure multi-resource trading
model for smart marketplace,” Computing, vol. 103,
no. 3, pp. 379–400, Mar. 2021.

[51] D. Han, C. Zhang, J. Ping, and Z. Yan, “Smart
contract architecture for decentralized energy
trading and management based on blockchains,”
Energy, vol. 199, May 2020, Art. no. 117417.

[52] (Aug. 27, 2021). Power Ledger. [Online]. Available:
https://www.powerledger.io/

[53] R. Beck, M. Avital, M. Rossi, and J. B. Thatcher,
“Blockchain technology in business and
information systems research,” Bus Inf. Syst. Eng.,
vol. 59, no. 6, pp. 381–384, Jul. 2017.

[54] J. B. Bernabe, J. L. Canovas, J. L.
Hernandez-Ramos, R. T. Moreno, and A. Skarmeta,
“Privacy-preserving solutions for blockchain:
Review and challenges,” IEEE Access, vol. 7,

pp. 164908–164940, 2019.
[55] H. A. Abdelsalam, A. K. Srivastava, and

A. Eldosouky, “Blockchain-based privacy preserving
and energy saving mechanism for electricity
prosumers,” IEEE Trans. Sustain. Energy, vol. 13,
no. 1, pp. 302–314, Jan. 2022.

[56] M. Baza et al., “Privacy-preserving
blockchain-based energy trading schemes for
electric vehicles,” IEEE Trans. Veh. Technol., vol. 70,
no. 9, pp. 9369–9384, Sep. 2021.

[57] L. Roeder. (Aug. 27, 2021). Building Trust in
Blockchain for the Electric Grid. [Online]. Available:
https://www.pnnl.gov/news-media/building-trust-
blockchain-electric-grid

[58] W. H. Kersting, Distribution System Modeling and
Analysis. Boca Raton, FL, USA: CRC Press, 2017.

[59] Y. Li, W. Yang, P. He, C. Chen, and X. Wang, “Design
and management of a distributed hybrid energy
system through smart contract and blockchain,”
Appl. Energy, vol. 248, pp. 390–405,
Aug. 2019.

[60] UKPN. (Aug. 27, 2021). RecorDER (Former DER
Asset Register). [Online]. Available: https://
innovation.ukpowernetworks.co.uk/projects/
recorder-formerly-der-asset-register/

[61] Energy Systems Catapult. (Aug. 27, 2021). Future
Power Systems Architecture. [Online]. Available:
https://es.catapult.org.uk/capabilities/systems-
integration/future-power-systems-architecture/

[62] C. Zhang, J. Wu, Y. Zhou, M. Cheng, and C. Long,
“Peer-to-peer energy trading in a microgrid,” Appl.
Energy, vol. 220, pp. 1–12, Jun. 2018.

[63] S. Chen et al., “A trusted energy trading framework
by marrying blockchain and optimization,” Adv.
Appl. Energy, vol. 2, May 2021, Art. no. 100029.

[64] S. Chen, L. Zhang, Z. Yan, and Z. Shen,
“A distributed and robust security-constrained
economic dispatch algorithm based on blockchain,”
IEEE Trans. Power Syst., vol. 37, no. 1, pp. 691–700,
Jan. 2022.

[65] M. Li, D. Hu, C. Lal, M. Conti, and Z. Zhang,
“Blockchain-enabled secure energy trading with
verifiable fairness in industrial Internet of Things,”
IEEE Trans. Ind. Informat., vol. 16, no. 10,
pp. 6564–6574, Oct. 2020.

[66] H. Huang, W. Miao, Z. Li, J. Tian, C. Wang, and
G. Min, “Enabling energy trading in cooperative
microgrids: A scalable blockchain-based approach
with redundant data exchange,” IEEE Trans. Ind.
Informat., early access, Sep. 27, 2021, doi:
10.1109/TII.2021.3115576.

[67] F. S. Ali, O. Bouachir, Ö. Özkasap, and M. Aloqaily,
“SynergyChain: Blockchain-assisted adaptive
cyber-physical P2P energy trading,” IEEE Trans. Ind.
Informat., vol. 17, no. 8, pp. 5769–5778,
Aug. 2021.

[68] S.-V. Oprea, A. Bâra, and A. I. Andreescu, “Two
novel blockchain-based market settlement
mechanisms embedded into smart contracts for
securely trading renewable energy,” IEEE Access,
vol. 8, pp. 212548–212556, 2020.

[69] Z. Li, J. Kang, R. Yu, D. Ye, Q. Deng, and Y. Zhang,
“Consortium blockchain for secure energy trading
in industrial Internet of Things,” IEEE Trans. Ind.
Informat., vol. 14, no. 8, pp. 3690–3700,
Aug. 2018.

[70] A. S. Yahaya, N. Javaid, A. Almogren, A. Ahmed,
S. M. Gulfam, and A. Radwan, “A two-stage privacy
preservation and secure peer-to-peer energy
trading model using blockchain and cloud-based
aggregator,” IEEE Access, vol. 9,
pp. 143121–143137, 2021.

[71] J. Abdella, Z. Tari, A. Anwar, A. Mahmood, and
F. Han, “An architecture and performance
evaluation of blockchain-based peer-to-peer energy
trading,” IEEE Trans. Smart Grid, vol. 12, no. 4,
pp. 3364–3378, Jul. 2021.

[72] N. R. Pradhan, A. P. Singh, N. Kumar, M. M. Hassan,
and D. S. Roy, “A flexible permission ascription
(FPA)-based blockchain framework for peer-to-peer
energy trading with performance evaluation,” IEEE
Trans. Ind. Informat., vol. 18, no. 4, pp. 2465–2475,
Apr. 2022.

[73] C. Reypens and J. Bone. (Aug. 27, 2021). Where
Next for Peer-to-Peer Energy Exchange? [Online].

Vol. 110, No. 12, December 2022 | PROCEEDINGS OF THE IEEE 1973
Authorized licensed use limited to: to IEEExplore provided by University Libraries | Virginia Tech. Downloaded on March 05,2024 at 22:26:50 UTC from IEEE Xplore.  Restrictions apply. 

http://dx.doi.org/10.1109/TII.2021.3115576


Zhou et al.: Application of DLT in Distribution Networks

Available: https://www.nesta.org.uk/project-
updates/where-next-peer-peer-energy-exchange/

[74] A. Schneiders and D. Shipworth, “Energy
cooperatives: A missing piece of the peer-to-peer
energy regulation puzzle?” SSRN Electron. J.,
pp. 1–19, Jan. 2018.

[75] Ofgem. (Aug. 27, 2021). Energy Regulation
Sandbox: Guidance for Innovators. [Online].
Available: https://www.ofgem.gov.uk/system/
files/docs/2020/07/sandbox_guidance_notes.pdf

[76] Centrica. (Aug. 27, 2021). Project to Explore Impact
of Peer-to-Peer Energy Trading on Customer Bills.
[Online]. Available: https://www.centrica.com/
media-centre/news/2018/centrica-joins-
community-energy-blockchain-trial/

[77] M. J. Fell, A. Schneiders, and D. Shipworth.
(Aug. 27, 2021). Consumer Demand for
Blockchain-Enabled Peer-to-Peer Electricity Trading in
the United Kingdom: An Online Survey Experiment.
[Online]. Available: https://www.preprints.
org/manuscript/201909.0223/v1

[78] T. Morstyn, A. Teytelboym, and M. D. McCulloch,
“Designing decentralized markets for distribution
system flexibility,” IEEE Trans. Power Syst., vol. 34,
no. 3, pp. 2128–2139, May 2019.

[79] T. Morstyn, N. Farrell, S. J. Darby, and
M. D. McCulloch, “Using peer-to-peer

energy-trading platforms to incentivize prosumers
to form federated power plants,” Nature Energy,
vol. 3, no. 2, pp. 94–101, Feb. 2018.

[80] National Grid ESO. (Aug. 27, 2021). Welcome to
Balancing Services. [Online]. Available:
https://www.nationalgrideso.com/industry-
information/balancing-services

[81] Energy Networks Association. (Aug. 27, 2021).
Flexibility in GB Timeline. [Online]. Available:
https://www.preceden.com/timelines/523803-
flexibility-in-gb-timeline

[82] L. P. Qian, Y. Wu, X. Xu, B. Ji, Z. Shi, and W. Jia,
“Distributed charging-record management for
electric vehicle networks via blockchain,” IEEE
Internet Things J., vol. 8, no. 4, pp. 2150–2162,
Feb. 2021.

[83] X. Huang, C. Xu, P. Wang, and H. Liu, “LNSC: A
security model for electric vehicle and charging pile
management based on blockchain ecosystem,” IEEE
Access, vol. 6, pp. 13565–13574, 2018.

[84] X. Chen, T. Zhang, W. Ye, Z. Wang, and H. H.-C. Iu,
“Blockchain-based electric vehicle incentive system
for renewable energy consumption,” IEEE Trans.
Circuits Syst. II, Exp. Briefs, vol. 68, no. 1,
pp. 396–400, Jan. 2021.

[85] H. N. Abishu, A. M. Seid, Y. H. Yacob, T. Ayall,
G. Sun, and G. Liu, “Consensus mechanism for

blockchain-enabled vehicle-to-vehicle energy
trading in the internet of electric vehicles,” IEEE
Trans. Veh. Technol., vol. 71, no. 1, pp. 946–960,
Jan. 2022.

[86] S. Aggarwal and N. Kumar, “A consortium
blockchain-based energy trading for demand
response management in vehicle-to-grid,” IEEE
Trans. Veh. Technol., vol. 70, no. 9, pp. 9480–9494,
Sep. 2021.

[87] T. Baroche, P. Pinson, R. L. Latimier, and
H. B. Ahmed, “Exogenous cost allocation in
peer-to-peer electricity markets,” IEEE Trans. Power
Syst., vol. 34, no. 4, pp. 2553–2563, Jul. 2019.

[88] Ofgem. (Aug. 27, 2021). Charging Arrangements.
[Online]. Available: https://www.ofgem.gov.uk/
electricity/distribution-networks/charging-
arrangements

[89] L. Stoker. (Aug. 7, 2021). National Grid ESO
Partners Networks, Electron for Blockchain-Powered
DER Asset Register Pilot. [Online]. Available:
https://www.current-news.co.U.K./news/national-
grid-eso-partners-networks-electron-for-blockchain-
powered-der-asset-register-pilot

[90] R. Waters. (Apr. 8, 2021). What Did Silicon Valley’s
Crypto Bubble Create. [Online]. Available:
https://www.ft.com/content/e846c8f6-6ff0-4e2f-
a95f-f32043558315

A B O U T T H E A U T H O R S

Yue Zhou (Member, IEEE) received the
B.Sc., M.Sc., and Ph.D. degrees in elec-
trical engineering from Tianjin University,
Tianjin, China, in 2011, 2016, and 2016,
respectively.
He is currently a Lecturer in cyber–physical

systems with the School of Engineering,
Cardiff University, Cardiff, U.K. His research
interests include demand response, peer-to-
peer energy trading, and cyber–physical systems.
Dr. Zhou is also a Committee Member of the IEEE Power and

Energy Society (PES) U.K. & Ireland Chapter. He is also the Chair
of the CIGRE UK Next Generation Network (NGN) Committee. He is
also a Managing Editor of Applied Energy and an Associate Editor of
IET Energy Systems Integration, IET Renewable Power Generation,
Frontiers in Energy Research, and CSEE Journal of Power and
Energy Systems.

Andrei Nicolas Manea received the B.Eng.
degree in electrical and electronics engi-
neering from Cardiff University, Cardiff, U.K.,
in 2019, where he is currently working
toward the Ph.D. degree at the School of
Engineering.
His research interests include distributed

ledger technology and its application in the
local flexibility market.

Weiqi Hua (Member, IEEE) received the
M.Sc. and Ph.D. degrees in engineering
from Durham University, Durham, U.K., in
2017 and 2020, respectively.
Then, he took a postdoctoral position at

Cardiff University, Cardiff, U.K., in 2020.
Since 2021, he has been a Postdoctoral
Researcher with the University of Oxford,
Oxford, U.K. His research interests include
energy system modeling, energy system digitalization, and peer-
to-peer energy trading.
Dr. Hua has served as a Guest Editor for IET Smart Grid on the

topic of peer-to-peer energy trading and for Water on the topic of
energy–water nexus.

Jianzhong Wu (Senior Member, IEEE)
received the B.Sc., M.Sc., and Ph.D. degrees
in electrical engineering from Tianjin Univer-
sity, Tianjin, China, in 1999, 2002, and 2004,
respectively.
He is currently a Professor of multivector

energy systems and the Head of the School
of Engineering, Cardiff University, Cardiff,
U.K. He is also the Co-Director of the U.K.
Energy Research Centre, London, U.K., and the EPSRC Supergen
Energy Networks Hub. His research interests include integrated
multienergy infrastructure and smart grids.
Prof. Wu is also the Co-Editor-in-Chief of Applied Energy.

Wei Zhou received the B.S. and Ph.D.
degrees in electrical engineering from the
Dalian University of Technology, Dalian,
China, in 2004 and 2010, respectively.
She is currently an Associate Professor

with the Faculty of Electronic Information
and Electrical Engineering, Dalian University
of Technology. Her areas of interest include
optimal operation and peer-to-peer energy
trading in smart grids.

James Yu received the B.Eng. degree
(Hons.) in electrical and electronic engineer-
ing from the Harbin Institute of Technology,
Harbin, China, in 1998, the M.Sc. degree
(Hons.) in electrical power from Newcas-
tle University, Newcastle upon Tyne, U.K.,
in 2000, and the Ph.D. degree in control
of doubly fed machines from Northumbria
University, Newcastle upon Tyne, in 2004.

1974 PROCEEDINGS OF THE IEEE | Vol. 110, No. 12, December 2022
Authorized licensed use limited to: to IEEExplore provided by University Libraries | Virginia Tech. Downloaded on March 05,2024 at 22:26:50 UTC from IEEE Xplore.  Restrictions apply. 



Zhou et al.: Application of DLT in Distribution Networks

He is currently a Ph.D. Supervisor and a Visiting Professor with
various institutes, including the University of Glasgow, Glasgow,
U.K., Newcastle University, and The University of Manchester,
Manchester, U.K. He is also a Chartered Engineer, an elected
Institute of Engineering and Technology Fellow, and a Visiting
Professor in Integrated Networks at the Royal Academy of Engi-
neering. He is also a Convenor of a joint CIGRE medium-voltage
dc working group: C6/B4.37. He is also the Deputy U.K. Regular
Member of B4 (HVdc) under CIGRE. He is currently accountable for
the innovation projects delivery with SP Energy Networks, Glasgow.
He has a strong commitment to engineering higher education in
the United Kingdom. He has authored or coauthored more than
50 academic papers covering the electricity market, transmission
network control, renewable generation, and engineering education.

Dr. Yu was a recipient of the Utilities Innovation Star Award in
2016. His team has also contributed to the Utilities Smart Cities
Award in 2019 and the Best Utilities Award in 2019.

Saifur Rahman (Life Fellow, IEEE) received
the B.Sc. degree in electrical engineering
from the Bangladesh University of Engineer-
ing and Technology, Dhaka, Bangladesh,
in 1973, the M.S. degree in electrical
engineering from the State University of
New York, New York, NY, USA, in 1975, and
the Ph.D. degree in electrical engineering
from Virginia Tech, Blacksburg, VA, USA,
in 1978.
He is currently the Founding Director of the Advanced Research

Institute, Virginia Tech, Arlington, VA, USA, where he is also
the J. R. Loring Professor of electrical and computer engineering.
He also directs the Center for Energy and the Global Environment,
Virginia Tech. He has published over 140 journal articles and has
over 400 conferences and invited presentations. He has lectured on
renewable energy, energy efficiency, smart grid, energy Internet,
blockchain, and IoT sensor integration in over 30 countries.
Prof. Rahman is an IEEE Millennium Medal Winner. He was

the Founding Editor-in-Chief of IEEE Electrification Magazine and
the IEEE TRANSACTIONS ON SUSTAINABLE ENERGY. He has served as the
Chair of the U.S. National Science Foundation Advisory Committee
for International Science and Engineering from 2010 to 2013. He is
a 2022 IEEE President-Elect. He was the President of the IEEE Power
and Energy Society for 2018 and 2019. He is also a Distinguished
Lecturer for PES.

Vol. 110, No. 12, December 2022 | PROCEEDINGS OF THE IEEE 1975
Authorized licensed use limited to: to IEEExplore provided by University Libraries | Virginia Tech. Downloaded on March 05,2024 at 22:26:50 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [576.000 782.640]
>> setpagedevice


